Abstract-In this paper, we consider the Physical Layer Security (PLS) problem in orthogonal frequency division multiple access (OFDMA) based dual-hop system which consists of multiple users, multiple amplify and forward relays, and an eavesdropper. The aim is to enhance PLS of the entire system by maximizing sum secrecy rate of secret users through optimal resource allocation under various practical constraints. Specifically, the sub-carrier allocation to different users, the relay assignments, and the power loading over different sub-carriers at transmitting nodes are optimized. The joint optimization problem is modeled as a mixed binary integer programming problem subject to exclusive sub-carrier allocation and separate power budget constraints at each node. A joint optimization solution is obtained through Lagrangian dual decomposition where KKT conditions are exploited to find the optimal power allocation at base station. Further, to reduce the complexity, a sub-optimal scheme is presented where the optimal power allocation is derived under fixed sub-carrier-relay assignment. Simulation results are also provided to validate the performance of proposed schemes.
I. INTRODUCTION
Broadcast nature of wireless communication provides many exciting opportunities, however makes the security of link a challenging issue. Physical Layer Security (PLS) has gained much popularity to cope with physical link attacks. A wireless link is considered to be secure if it provides a positive non zero secrecy rate [1] , and a link with higher secrecy rate is known as more secure link. Orthogonal frequency division multiple access (OFDMA) has become a fundamental choice for next generation wireless communication networks because of its ability against multi path fading, high spectral efficiency, and provision of flexibility in resource allocation [2] . To provide PLS in multi-carrier systems, resource optimization becomes the first choice and has been studied in [3] - [5] . In [3] , two categories of users were considered: the secure users and the non secure users. The optimization seeks to maximize the throughput of non secure users via optimal power allocation subject to guaranteed average secrecy rate to secure users. The work in [4] extended the previous work to maximizing secrecy rate in the presence of active eavesdropper which has capability to jam the secret user transmission. Further, the authors in [5] considered multiple eavesdroppers and optimized sub-carrier assignment, power allocation, and secrecy data rate to maximize the energy efficiency.
Dual-hop communication has recently gained significant attention in the field of wireless communication: it provides relay assisted communication which is used to enhance throughput, reduce power consumption, and to increase coverage area at the cell edges. To provide PLS in dualhop networks, resource allocation has been widely studied under decode and forward (DF) relaying protocol [6] - [10] . The authors in [6] and [7] studied the problem of optimal relay placement/assignment to enhance PLS. The work [8] considered joint relay selection and power optimization to maximize the system's secrecy rate. Under OFDMA protocol, power allocation problem to maximize the secrecy rate was investigated in [9] . The extension to this work with joint subcarrier allocation and power loading was made in [10] .
The dual-hop transmission under amplify and forward (AF) protocols has become much attractive due to its simple implementation. However, the resource allocation in AF relay enhanced networks has always been a challenging task. Recently, different aspects of PLS in AF based systems has been studied in [11] - [14] . The authors in [11] investigated the impact of using an untrusted AF relay on secure communication and derived the exact Secrecy Outage Probability (SOP) under different transmission scenarios. With mulitple trusted relays, [12] proposed different relay selection strategies to enhance the PLS in multi-user cooperative relay networks. The work [13] focused on achievability of secrecy rate under different channel conditions. More recently, the resource optimization in orthogonal frequency division multiplexing (OFDM) based single-user single-relay systems was considered in [14] . The authors studied the sub-carrier utilization and power allocation strategies under a total system power constraint and proposed a sub-optimal close form solution. The optimization under sum power constraint provides a good analysis of power allocation, however it may not be an attractive solution for practical systems. Moreover, under multi-user scenario a joint optimization of sub-carrier allocation and power allocation becomes necessary and is a challenging task.
In this work, we maximize the sum secrecy rate of a multi-user multi-relay OFDM based dual hop network. We consider a joint optimization over a) sub-carrier allocation to users, b) relay assignment to secret users, and c) the power loading over sub-carriers under individual power constraints. A dual decomposition framework is adopted to derive the joint optimization solutions. 
II. SYSTEM MODEL
We consider an OFDMA based multiple user multiple relay down-link transmission. We assume that all of the devices are equipped with single antenna and Channel State Information (CSI) of all the links is available at the base station (BS). We also assume that the eavesdropper is passive and targets the information of all the secret users. Further, we consider a dualhop transmission mode where direct links from the BS to the users and from the BS to the eavesdropper are missing due to large distance. Thus, all the secret users and the malicious node receive information messages only from the relay nodes which are operating under AF transmission protocol. Let K and J denote the total number of users and the total number of relays, respectively. An orthogonal transmission is assumed where total N sub-carriers are available to distribute among different users and relays under OFDMA protocol. The channel gain from BS to any j-th relay node and from the j-th relay to the k-th user on the i-th sub-carrier is denoted as h i,j and g i,j,k respectively. Similarly, the corresponding channel gain on the i-th sub-carrier from the j-th relay to the eavesdropper can be represented as f i,j . Let, the j-th relay forward the received signal to the secret users in the presence of eavesdropper with amplification factor P i,j :
where, q i,j is the j-th AF relay power on the i-th sub-carrier, p i is the BS transmit power on the i-th sub-carrier and σ 2 is the variance of Additive White Gaussian Noise (AWGN). Thus, the received Signal to Noise ratio (SNR) at the k-th secret user over the i-th sub-carrier from the j-th relay node
and the corresponding eavesdropper's SNR can be expressed as;
Assuming high SNR regime, we can express secrecy rate (SR) from the j-th relay to the k-th user on the i-th sub-carrier as;
where
, and We adopt a fully flexible relay and sub-carrier allocation strategy where a relay can be allocated to more than one users, and each user can be served with multiple relay nodes over different sub-carriers. Further a sub-carrier is allocated to the same user over two hops of transmission. On account of subcarrier allocation and relay selection, we define two binary variables: α i,k ∈ [0, 1] such that α i,k = 1 when the i-th subcarrier is allocated to the k-th user and zero otherwise, and β i,j ∈ [0, 1] such that β j,k = 1 when the j-th relay is allocated to the k-th user. With this the sum SR of the system can be expressed as;
III. JOINT OPTIMIZATION PROBLEM AND PROPOSED SCHEMES
The focus of this work is to maximize SR sum with jointly optimizing the relay selection, sub-carrier assignment and BS's transmit power loading over different sub-carriers. For simplicity, we adopt a uniform power allocation strategy at the relay nodes such that total power allocated at each relay does not exceeds the maximum power limits, i.e.,
where Q j is total available power budget at the j-th relay. Let N j denote the number of sub-carriers allocated to the jth relay, then the power allocated at the i-th sub-carrier is q i,j = Qj Nj . Let P T be the total power available at BS. Then the joint sub-carrier allocation, relay assignment, and power loading optimization problem can be formulated as:
The first constraint ensures that one sub-carrier can not be assigned to more than one user while the next two constraints depict that a relay can be allocated to more than one users and a particular user may exploit multiple relays for secure transmission. The last constraint represents that sum transmit power on all sub-carriers at BS should be less than or equal to a maximum power limit.
A. Joint Optimization Scheme
The problem (6) is mixed binary integer programming problem, and a vast search over all variables is needed to find an optimal solution. Thanks to [15] , the difference between the solution of dual problem and the solution of primal problem 1 becomes zero when we have sufficiently large number of subcarriers in OFDM based transmission regardless of convexity of original problem. The dual problem associated with primal problem (6) can be defined as:
where λ is a dual variable, and the dual function D(λ) can be expressed as
s.t.
1 Commonly known as duality gap.
To solve the dual problem we first solve the dual function D(λ) and similar to [16] we solve the problem through dual decomposition approach. The problem can be rewritten as
For any given sub-carrier allocation and relay assignment, the optimal power allocation can be obtained from
The problem is a convex optimization and close form solution can be obtained exploiting the standard techniques. Let p * i denote the obtained optimal power allocation over the i-th sub-carrier. The dual function becomes
where SR * i,j,k is obtained by putting value of p * i into (11). Now, we need to find the optimal sub-carrier allocation and relay selection. For immediate recovery of the binary variables α i,k and βj, k, we define a new variable η i,j,k ∈ {0, 1} such that η i,j,k = 1 if α i,k β j,k = 1 and zero otherwise. The problem (12) can be rewritten as
The optimum solution of above problem is to assign a subcarrier relay pair (i, j) to user k which maximizes the SR * i,j,k , i.e.,
Now the optimum sub-carrier allocation and relay assignment are obtained. Let α * i,k and β * j,k denote the optimal assignment variables. Thus, substituting p i * , α * i,k , and β * j,k in (9) we obtain the dual function.
Next we solve the dual problem (7) and use the sub gradient method to find the optimum value of the dual variable λ. The λ is updated iteratively according to the following updates;
where t represents the t-th iteration of iterative update and δ is the step size. In each update of λ, the optimum power allocation, the sub-carrier assignment and relay selection variables are updated. At convergence, the optimum values of both dual and the primal variables are obtained.
It remains to find the solution of problem in (11) . The Lagrangian associated with the optimization is
where γ i is the Lagrangian multiplier. By setting ∂∆ ∂pi = 0 we have
where ζ i,j = 1 + a i,j p i . Now applying KKT condition γ i p i = 0, we obtain
For
Solving for p i , it results in p * i :
This completes the joint optimization solution.
B. Sub Optimal Scheme
The proposed solution in section III-A provides a joint optimization over different variables. In this section, to reduce the computational complexity, we propose a sub-optimal scheme where only the power allocation is optimized for a fixed subcarrier allocation. The steps involved in the algorithm are listed as follows:
1. Randomly allocate all the sub-carriers such that the i-th sub-carrier is exclusively allocated to a unique user-relay pair (j, k). Thus, both α i,k , and β j,k are obtained. 2. Based on the sub-carrier allocation to each node, find the relay power allocation under uniform power distribution scheme. 3. With obtained sub-carrier and relay allocation, the power allocation problem reduces to single user single relay power allocation problem, i.e.,
This problem can be solved using dual decomposition with similar steps described in previous subsection. However note that now we need to find only N power variables instead of N KJ variables for power allocation at BS. The exact solution is missing for simplicity.
IV. SIMULATION RESULTS
This section includes simulation results to validate the performance of proposed algorithms. Following three schemes are compare:
• OPT: It represents the joint optimization solution where the power allocation over different sub-carriers at BS, sub-carrier assignment to different users, and relay selection for each of the user are found simultaneously, as given in section III-A.
• Sub-OPT: This scheme finds the optimum power distribution for the fixed sub-carrier and relay allocation as given in section III-B.
• Non-OPT: This denotes a trivial solution without optimization where the sub-carriers are randomly allocated to different users and relays and then available power is distributed evenly over all the allocated sub-carriers. We choose 6 tap channels taken from i.i.d Gaussian random variables for all links and assume the same noise variance at all nodes. The figure of merit is taken as the sum secrecy rate of all secret users. A total of K = 12 secrete users, a single eavesdropper, and J = 4 relays are considered for the simulation. Figure 2 shows the sum secrecy rate versus the total transmit power P T where the transmit power is in absolute form and varies from 1 to 20. To look into the effect of the number of sub-carriers N , we plotted the results for N = 64 (upper subplot) and N = 32 (lower subplot). It can be observed that the sum secrecy rate increases by increasing the total power P T . The OPT significantly outperforms as compared to the other two candidates. The Sub-OPT also gives considerable gain over the Non-OPT solution. Further, at higher values of P T the gap between the OPT and the other two schemes increases. Moreover, the gap between the OPT and other two schemes also increases with the increase in the number of sub-carriers from 32 to 64. On the other hand, the Sub-OPT exhibits similar performance at different N . The performance gap between Sub-OPT and Non-OPT becomes almost constant from P T = 8 onward.
Next, we fix the total transmit power at P T = 10 for the same scenario explained above and evaluate the results by varying number of secret users, i.e., K = 1 to 12. Similar trends in the performance are observed. Like the previous figure, the upper and the lower subplots carry results for N = 64 and N = 32, respectively. With the higher number of users, higher sum secrecy rate is achieved. This is because multi-user diversity effect increases with the increase in the number of users, that is to say each sub-carrier has more chances to get a better user-relay pair. Further, increasing the number of sub-carriers also results in higher secrecy rate. It is interesting to note that when the total number of users are less, the Sub-OPT does not provide significant gain over Non-OPT. However, either increasing the number of users or the number of sub-carrier, the Sub-OPT provides prominent advantage over the Non-OPT. On the other side, the proposed joint optimization scheme 'OPT' always provide a considerable performance gain over the trivial solutions. V. CONCLUSIONS This work considered resource optimization for PLS in multi-user based dual hop relay network. A joint optimization problem was formulated to maximize the sum secrecy rate through the optimal sub-carrier allocation, relay assignment, and power loading at BS. Convex optimization techniques were used to find an efficient joint optimization solution under OFDMA based sub-carrier allocation constraints and power constraints. Further, a sub-optimal solution was also presented which provides considerable gain over the non optimized solution. Simulation results showed that the proposed scheme outperforms the trivial solutions and exhibits significant performance enhancement at different values of P T and K. It is observed from the results that the gain of joint optimization solution increases with the increase in the number of subcarriers.
